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Executive Summary:
From Blind Spots to Benchmarks:
Mapping Global Marketplace Risk

A cross-platform analysis of high-risk product
listings, seller evasion tactics, and regional
enforcement challenges.

The LegitScript benchmarking program maps the evolving risk landscape of
global e-commerce by analyzing violative product listings across diverse
platforms and regions. Drawing on a cross-jurisdictional dataset, it reveals
hidden vulnerabilities and adaptive seller tactics—such as image obfuscation
and product mislabeling—across high-risk categories like controlled
substances, psychoactives, red flag supplements, medical devices, and
weapons. The findings highlight structural blind spots and geographic
disparities, offering new benchmarks to help platforms, regulators, and risk
professionals transition from reactive enforcement to proactive governance
in the fight against online marketplace abuse.

Key Findings
Product Category Insights

Controlled substances, such as weight loss drugs and anabolic steroids, were
frequently listed on unmonitored platforms, often with minimal efforts to disguise
their illegality. Listings in this category tended to be straightforward, indicating a lack
of effective deterrence or enforcement on these sites.

Prescription-only medicines violations were rampant across unmonitored platforms.
Vendors often employed sophisticated evasion tactics to avoid detection, including
the use of disguised product names, innocuous imagery, and vague, misleading
descriptions. These strategies allow restricted products to circulate more freely in
less regulated online environments.

Red flag cosmetics and supplements produced high concentrations of violative
listings were found, particularly on international unmonitored platforms. Sellers
frequently used evasion techniques like blurred product images and intentional
misspellings to slip past platform content filters, making enforcement more
challenging and exposing consumers to potentially harmful products.
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Psychoactive products, such as poppers and kratom, were heavily concentrated on
unmonitored platforms. Unlike other categories, these listings showed fewer signs of
evasion, suggesting a level of openness that reflects either regulatory gaps or
enforcement apathy in certain markets.

Medical device listings for devices such as shockwave therapy machines and fetal
dopplers were common. However, takedown rates were significantly faster on
monitored platforms, illustrating the efficacy of active monitoring programs in
addressing these risks.

Tobacco and vape product violations were primarily clustered on platforms
operating in Southeast Asia and Japan. U.S.-based platforms demonstrated
comparatively cleaner records, largely due to the use of preventive measures like
keyword blocking that reduce the visibility and sale of restricted items.

Drug paraphernalia including bongs, smoking pipes, and snuff kits, were
substantially more prevalent on unmonitored platforms. In contrast, monitored
marketplaces demonstrated greater success in removing such listings, drawing a
strong correlation between active monitoring and enforcement effectiveness.

Pill presses, often marketed as candy makers or tools for traditional medicine, were
overwhelmingly confined to unmonitored platforms. These listings pose particular
risks due to their potential role in the illicit manufacture of controlled substances.

Weapons and firearms also revealed troubling patterns. High-volume listings were
identified on unmonitored platforms, with products such as handgun magazines and
stun devices often mis-categorized or disguised to evade scrutiny.

Regional and Platform Insights

Geographically, U.S. platforms displayed the highest rates of violations overall,
particularly in categories like psychoactives, controlled substances, and weapons.
Southeast Asia, especially Indonesia and the Philippines, exhibited elevated rates of
violations in the red flag cosmetics and pill press categories. Interestingly,
unexpected concentrations of drug paraphernalia were found on monitored
platforms in the United Kingdom and Japan, underscoring the need for continued
vigilance even in regions typically associated with stricter oversight.

Monitoring Status and Effectiveness

The research shows that marketplaces monitored by LegitScript had violative rates
that were over 80% lower than those observed on unmonitored platforms. Moreover,
the speed at which violative listings were detected and removed was significantly
higher on actively monitored platforms. These findings strongly support the
effectiveness of proactive, continuous monitoring in maintaining marketplace
integrity and consumer safety.
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Evasion Tactics

Sellers continually adapt their methods to circumvent enforcement measures.
Common tactics included intentional misspellings, blurred or misleading images,
inaccurate categorization, and vague language. The emergence of organized
vendors—such as the entity known as "Candyland," specializing in pill molds—
further highlights the sophistication and persistence of those seeking to distribute
restricted products online.

Regulatory Landscape

Regulatory bodies such as the U.S. DEA and FDA remain active in addressing the
online sale of controlled substances and fraudulent dietary supplements. However,
regulatory approaches vary widely by country. Brazil, for example, has instituted a
total ban on vaping products, while Thailand allows kratom under specific labeling
conditions. Canada and Japan tend to rely more heavily on non-regulatory
guidance, pointing to a fragmented global landscape that complicates enforcement
efforts.

Conclusion

This analysis clearly demonstrates that platforms benefiting from LegitScript's active
monitoring are significantly more successful at limiting violative listings than their
unmonitored counterparts. It also highlights the continuous evolution of seller
evasion tactics, emphasizing the need for sustained innovation in detection,
monitoring, and enforcement. The findings argue strongly for the broader adoption
of proactive monitoring systems to enhance consumer protection and support
regulatory compliance across digital marketplaces.

Interested in exploring how your platform ranks compared
to others in the industry? Contact an expert.
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